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Physical security techniques can improve secure wireless information transmission by generating

more interference to potential eavesdroppers. This paper studies the secure transmission issue for

simultaneous wireless information and power transfer (SWIPT) in a multiuser system with multiple

eavesdroppers, where the base station transmitter broadcasts confidential message to legitimate

multiple single-antenna information receivers (IRs) and multiple single-antenna energy—harvesting

receivers (ERs). Our objective is to maximize the secrecy rate of the IRs subject to individual

harvested energy constraints of the ERs for the case where the ERs can form eavesdropping party to

carry out joint decoding in an attempt to illicitly decode the secret message intended for the IRs.

The initial non-convex problem is converted to convex problem through semi-definite programming

(SDP) relaxation for both perfect CSI and imperfect CSI. Numerical simulations are presented to

demonstrate the performance under different scenarios.
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I. INTRODUCTION

Multicasting through wireless channel is increasing
important for video broadcasting and streaming media
(Gopal et al., 2017). Simultaneous wireless information and
power transfer (SWIPT) promising technology to solve the
energy scarcity problem in energy-constrained wireless
networks by integrating the radio frequency (RF) energy
harvesting capability into wireless devices (Zhang et al,
2013).

Physical security techniques can improve secure wireless
information transmission by generating more interference
to potential eavesdroppers. By adding artificial noise (AN)
and projecting it onto the null space of information user
channels in information transmit beamforming, the
potential eavesdroppers would experience a higher noise
floor and thus obtain less information about the messages
transmitted to the legitimate receivers (Li & Ma 2013). In
SWIPT systems, AN injection can increase information
transmission secrecy capacity while not downgrading

simultaneous power transfer (Shi et al,, 2015). SWIPT
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multicasting in multiple-input-single-output (MISO) has
been studied in (Khandaker & Wong 2014).

The total transmission power was minimized while
satisfying the secrecy rate and energy harvesting constraints
at each receiver in multiuser SWIPT MISO systems (Zhang
et al, 2015). However, this work assumes that the
transmitter has perfect CSI, which may not be possible in
some applications.

In this paper, we consider a secure MISO SWIPT system
comprising one multi-antenna transmitter, two single
antenna IRs, and multiple single-antenna ERs. Our aim is
to design jointly the information and energy transmit
beamforming in order to maximize the secrecy rate of the IRs
subject to individual harvested energy constraints of the ERs
whereas the ERs may collude to perform eavesdropping
party for joint decoding. Worst-case robust beamforming is
designed to deal with channel CSI uncertainty.

This initial non-convex problem is formulated to two stage

maximization problem. The inner problem is recast to a
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convex SDP (Semidefinite Programming) problem. The
outer problem can be solved by one dimensional line search.

The rest of this paper is organized as follows. In section II,
A MISO SWIPT with colluding eavesdroppers is modelled in
section I1I, masked beamforming for perfect CSI is designed.
In section IV, worst-case based robust secure beamforming
is designed. In section V, Matlab simulations present the

optimal solution. Finally, conclusions are drawn in the last

section.
II1. SYSTEM MODEL
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Figure 1. A MISO SWIPT with colluding eavesdroppers

We consider a SWIPT MISO downlink system as shown in
Figure 1. The source or transmitter has Ng > 1transmitting

antennas and each receiver has single receiving antenna.
Some of the receivers are information receiver (IR) while
other receivers are energy receivers (ER). The source applies
linear transmit beamforming to send secret information
multicasting to the IRs. The ERs are supposed only to
harvest energy.

Let be the transmit signal vector, the received signals at the

mth IR and the kth ER can be expressed as

yl,m:hl,mx+nl,m €]

(2)

Yex =hg X +ngy , fork=1toK

where h, , are complex channel vector between the source

h

e

and the mth IR.  are complex channel vector between

the source and the kth ER respectively.
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The noise n, , ~ CN(0,0¢) and Ney ~ CN(0,62)

are additive white Gaussian noise at the mth IR and kth ER
respectively.

The source signal X is

b,s, is information beamforming vector and b is the
energy-carrying artificial noise (AN) vector. S; ~ CN(0,1) is

the confidential information bearing signal for the IR.

k .
bE = Zi:leviSEyi is the sum of energy beams, where

b g is the ith energy beamforming vector and SEji
~ CN(0,1) is the ith energy-carrying noise signal.
The ERs may become eavesdroppers. All the

eavesdroppers are colluding i.e., cooperate and form a joint

decoder. They perform joint maximum signal to interference

noise ratio (SINR) receive beamforming. Let Q, be the

k
transmit covariance and Qg = z le .bE . is the energy
i1 E.iVE,

covariance. The mutual information (MI) between the

J 4

and the mutual information between the source and ER is

source and the IR is given by

hi'Qi'h,
O'|2 +hPQEh|

Ci(Q),Qg) = |09[1+

Ce(Q).Qe) = logdet(lk +ot1, +HEQEHE)‘1xHEQ.HEj

(5)

The colluded channel matrix Hg is formed as
He =[N, ,....,h¢ (]. The achievable secrecy rate is

Cs =Ci(Q,Qe)-Ce(Q,,Qk) (6)

This is perfect secrecy rate when the IR can decode the
confidential information correctly at C; bits per channel
use, while the ER can almost decode nothing about the secret

message (Goel & Negi 2008).

The objective is to design transmit and covariance matrix
(Q,,Qg) in such a way that maximum information secrecy

can be obtained under power constraints.

The secrecy rate maximization problem is expressed as
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dex Ci(Q1,Qe)-Ce(Q,.Qe) (72)
st. tr(Q, +Qg )< Py (7b)
&l (@ +Qe)he) = 7, (70
Q=0 Qg >0 (7d)

where & € (0,1] denotes the energy conversion efficiency of
the kth ER. The minimum required harvested power at kth
ER is 7, . tris trace. Pp is transmission power budget.

¢ = 0.51n this paper.

III. MASKED BEAMFORMING

FOR FERFECT CSI
CSI for the IRs and ERs are available at the source. Possible
eavesdropping by ERs can be prevented much more
effectively by generating spatially selective AN, rather than
applying AN isotropic (Li & Ma 2013).

Reformulate Problem (7) as

omex Ci(Q).Qg)~log ¢ (8a)
st. Ce(Q,,Qe) < ¢ (8b)
tr(Q, +Qe ) <P (8¢)
(e, (@ +Qe)he ) = 7 8d)
Q>0 Qg >0¢21 (8e)

where ¢ is a slack variable used to simplify the objective

function. Without loss of generality, assume that

O'|2 = Ué =1. Substitute (4) and (5) into (8), the problem

can be expressed as

max
Qi.Qe.¢

(92)

log [1+h:] (QI +QE)hI J
¢(1+ hEQEhI)

s.t. Iogdet(lk +(Ik +HEQEHE)_1HEQIHE)
(9b)

<log ¢

tr(Q|+QE)§PT (9¢0)

(hE,k(QI +QE)hE,k)2 Mk (od)
Q =0, Qg =0,¢21 (9e)
Using lemma from [8], constraints (9b) can be

reformulated and problem expressed as

m |og{1+h (Q| +QE) |] (10a)

min - max h
m QiQed T3 (1+hEQE )
HH
st (-1, +HEQeHe ) = HEQHe
(10b)
tr(QI +QE)S P (100)
(hE,k(QI +QE)hE,k) 2 1 (10d)
QI = Ov QE i01¢21 (10e)

Problem (11) can be reformulated as a two-stage problem:

1+h"(Q, +Q¢)h
slL+hHQch, )

(6101 +HEQeHE ) = HEQHe (1)

Q.Qe

max Iog{ ' J (11a)

min mex tr(Q, +Qg )< (11c)
(hE,k(QI +QE)hE,k) 2 Tk (11d)
Q =0 Qg=0¢21 (1le)

Given the optimal objective value Cr of the inner

maximization problem, the corresponding secrecy rate
constrained power minimization problem can be expressed

as;

QrTunEtrZ (Q, +Q¢p) (12a)
h
st. log [1+h' (Q'HJFQE)h' J >C/ (12b)
gll+hQch, )
(-1 +HYQeHe ) = HEQ He (12¢)

where Hg, =hg hH, . Let p=1-¢2% , problem (12)
can be reformulated into a semi-definite program (SDP) as
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QTigEtrin:: (Q, +Q¢g) (132)
st tr (,h"(Q, + Qe )+ B>0 (13b)
(-2 +HEQeHE ) = HEQH: (30

(HE (@ +Qc)Hex) = 7 (13d)

Q >0 Qg >0¢21 (13¢)

Problem (13) is convex and can be efficiently solved by
convex optimization software tools such as CVX (Grant &

Boyd 2014).

IV. WORST-CASE BASED
ROBUST DESIGN FOR
SECURE SWIPT

Consider the case that source has imperfect CSI for the
eavesdroppers channels while having perfect CSI for the IRs.
Now, we adopt imperfect CSI based on the deterministic
model (Mohammadkhani et al., 2014). The actual channels
between the transmitter and the kth ER, are modelled as
hE,k = ﬁE,k +5k ,fOI’k:].tO K, (14)

where F]E’k denote the estimated channel vector, while &

denote the CSI error vector. ¢y is bounded in its Euclidean

norm, that is

ol 2 :HhE,k - hE,kH2 <e (15)
The colluding eavesdroppers channel becomes
He=He +A and |, =[He —He| <z
The robust formulation of (8) becomes
max Ci(Q,,Qg)—log ¢ (16a)
Q1. Qe ¢ A1 Aee

st. Dge(d, Q) Qk, Age) = 0 (16b)
tr(Q, +Qe )< Py (16¢)
QQ,Qe, &) =0 (16d)
Q >0 Qg >0¢21 (16€)
$>1, A 20, 2, >0, Vk. (16f)

where @ and Q are defined at the bottom of the page
(Tiong 2019).

Similar to the problem (13) for perfect CSI case, the optimal
(Q,,Q¢) for the problem (16) can be obtained for given ¢
through solving the following robust secrecy rate constrained

problem :

Qr?igEtriZ:: (Q, +Qg) (192)

st. tr (,h!'(Q, +8Qe)+ =0 (19b)
D (p, Q,QE, Aee) =0 (19¢)
QQ,,Qe, A4) =0 (19d)

Q >0 Qg>0¢21 (19¢)

431, A, >0, 4 >0, vk, (19)

V. SIMULATION RESULTS

The transmitter is set with Ng = 4 antennas, 2 IRs and 3 EH
receivers. The signal attenuation from source station to all
mobile receivers is 30 dB corresponding to an equivalent

distance of 5 meters.

(-1 2e)l +HE (-1 Qe —Q, )H¢
(#-DQe - Q| )H¢

(Dce(¢’ QI iQE’ ﬂ’ce)

HE (4-1)Q: -Q))

1 (17)
(¢-DQg -Q, +ﬁ|N5

>0

Adns +Qp +Qe
QQ,, JA) 2 | A
Q. Qe 40 hE,k(QWLQE)

ﬁg,k Q, +QE)ﬁE,k — Tk —/74«92 a
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Q +QE)ﬁE,k

>0 (18)
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The source is broadcasting to all IRs. Each IR and ER is
equipped with a single antenna. The environment is flat
Rayleigh fading environment where the channel vectors have

zero mean and unit variance. The system is set with energy

harvesting threshold 77, =77 =—10dBm, VK , and noise

power o3 =0f =—30dBm . The channel error vectors are

uniformly and randomly generated in a sphere cantered at zero

with ¢=0.2.

In Figure 2, we study these secrecy rate performances for
different transmission power. We compare the achievable

secrecy rates for the robust and non-robust algorithms with
(7=—10dBm) and without energy harvesting constraints.

Figure 2 shows that the achievable secrecy rate increases when
transmission powers increase for all cases. The achievable
secrecy rate is lower with EH constraint compared to without
EH constraint. This is due to transmission power is prioritized
to satisfy EH constraint before improving secrecy rate. The
achievable secrecy rate for robust algorithm is also lower
compared to perfect CSI with zero channel estimation error.
This is due to more transmission power is required to steer
beamforming towards IR and EH in robust case.  The
achievable secrecy rate gap between without and with EH
constraint for perfect CSI case remain constant when
transmission power increase whereas the gap for robust case
narrows. The latter is due to after initial transmission power is
prioritized for satisfying EH constraint, the percentage for
remaining power utilized for improving achievable secrecy rate
increase with the increase in transmission power.

In Figure 3, We set transmit antenna number to be 6 and 77

respectively, with EH constraint (77=—10dBm) and channel
estimation error ¢ =0.2. Figure 3 shows that more transmit

antennas can achieve higher secrecy rate. This is due to more
transmit antennas can provide more degree of freedom to steer

beamforming towards IR and ER.

3 T T ;

—#%— Perfect CSI, w/o EH constraints
Perfect CSI, with EH constraints
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Figure 2. Secrecy rate versus transmision power
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Figure 3. Secrecy rate versus transmission power with

varying transmit antennas

In Figure 4, we set robust with energy harvesting constraint

(R-EH), with (7=-10dBm) and different channel estimation

error variance. Figure 4 shows that the secrecy rate decreases

with the increase in channel estimation error variance.
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Figure 4. Secrecy rate versus transmission power with

varying channel estimation variance

This is due to more transmission power is required to steer
beamforming towards IR in higher channel estimation error
variance.

In Figure 5, we set EH constraint (7=—10dBm), channel

estimation error £=0.2 and vary the number of

eavesdroppers. Figure 5 shows that secrecy rate decreases with
increasing number of eavesdroppers. This is due to larger
number of colluding eavesdroppers can more effectively
eavesdrop IR secret message.

In Figure 6, we set channel estimation error & =0.2 , 3 ERs

(eavesdroppers) and vary the EH constraint. Figure 6 shows
that secrecy rate decreases with increasing energy harvesting
threshold. This is due to transmission power is prioritized to
satisfy EH constraint before improving secrecy rate.

Figure 6, we set channel estimation error &€ =0.2 , 3 ERs
(eavesdroppers), EH constraint (77=—10dBm) and vary the

IRs distance from the source. Figure 7 shows that secrecy rate
decreases with increasing IRs distance from the source. This is

due to more transmission power is required to steer

beamforming directional towards IRs when the IRs are further

away from the source.
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Figure 5. Secrecy rate versus transmission power with

varying number of eavesdroppers
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Figure 6. Secrecy rate versus transmission power with

varying energy harvesting thresholds
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Figure 7. Secrecy rate versus transmission power with

varying information receiver distances
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