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The production line is an important part of most manufacturing industries. However, the services in
the devices may experience some issues that disrupt the production line, requiring the assistance of
an IT technician to resolve the problem. Therefore, this study seeks to bridge the gap through the
design and development of a PowerShell Script to allow the user to remote control the services in a
device such as computers and servers. Using this program, the production operator can solve the
issue immediately rather than wait for an IT technician, thus increasing productivity and
performance. The program design and development followed the Rational Unified Process (RUP)
methodology. First, the functional requirements were collected through interviews and content
analysis. Later, a prototype called Remote Restart Services System (RRS) is developed using
PowerShell programming language on the Windows PowerShell ISE platform. An evaluation was
later conducted to assess its usability. The findings suggested that RRS is practical and easy-to-use.
The respondents were also pleased with its functions. The field study helps developers to refine the
framework by providing direct input from the target audience. It can be a guide to identify areas for

improvement and eventually help realise the goals.
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I. INTRODUCTION

In general, global manufacturing companies are involved in
the provision of logistic services and supply chains. These
supply chain

management, supply chain solutions, logistics, advanced

services involve electronic sourcing,
planning, standardised global systems, business analytics
and many more (D'Aveni, 2017). The production line is a vital
part of most of the manufacturing industries. Usually, the
operation is controlled by an application that executes
automatic tasks, listens for data requests from other software,

or reacts to hardware events. These services are often
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automatically loaded at start-up and operate in the
background with no user interaction in an operating system.

However, under some undesirable circumstances, the
device's services might experience issues from time to time,
affecting the production line and requiring the assistance of
IT technicians to resolve the problem. Because of this issue,
there is an urgent need for a system that can effectively enable
users to remotely control the services from afar using a device
such as a computer and a server. Using this system, the
production operator will resolve issues quicker and not wait
for an IT technician, resulting in increased productivity and

performance. This system should be designed so that non-
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trained IT staff will easily enable remote control (Shahrin et
al., 2019; 2020). Hence, a Remote Restart Services System
(RSS) is developed and evaluated based on the user
requirements. This study will help developers comprehend
the system requirements and serve as a guide for further
enhancement of the system in the future.

II. BACKGROUND OF THE REMOTE

RESTART SERVICES SYSTEM

Remote Restart Service (RRS) is developed using Windows
PowerShell, allowing users to remotely control the services
through computers and servers. This system is embedded in
admin accounts and will permit users to start, stop, and
restart the services. To control any devices in the production
line, users only need to search for the device they want to
control, and the system will show all the services of that
particular device. If the device is valid, then the admin
accounts will be granted access permission. Furthermore,
users can search for and select the services to start, stop, or
restart. Following that, the system will generate a file and

record it each time it is used.

A. Tools for RRS Development

To develop RRS, two tools have been used. The two tools are
Windows PowerShell and PS2EXE. Windows PowerShell is a
configuration management framework and task automation
by Microsoft, comprising a command-line shell and the
related scripting language. Initially, it was used solely as a
Windows module, known as Windows PowerShell, but it was
made open-source and cross-platform on 18th August 2016
with the launch of PowerShell core. The former is developed
on the .net framework, while the latter is on the .net core
(Cwalina and Abrams 2008).

On the other hand, PS2EXE is a free tool for converting
PowerShell scripts into executable files. This tool can also
help prevent other users from gaining access to the scripts'
embedded admin account (Lancaster, 2017).

III. METHODOLOGY OF THE STUDY

The study was done using Rational Unified Process (RUP)
methodology by Rational Software Corporation. RUP offers a

systematic method to assign tasks and assignments within a

development organisation (Kruchten, 2004). Its objective is
to guarantee great-quality computer software that meets up
its end-users requirements in a foreseeable timetable and
cost. It divides the development process into four distinct
phases: inception, elaboration, construction, and transition.
Figure 1 shows the process of RUP, while Table 1 elaborates

the method and expected outcome at each cycle.

{ Inception ‘{ Elaboration

. l Construction

p
.{ Transition ‘

Figure 1. Phases of RUP

Table 1. Method and expected outcome for RUP

Rational Unified Process (RUP)

Process Method Expected Outcome
Inception - Identify project - Project title and
title and problem
problem identified
- Find project - Project objective
objective identified
- Find project - Project proposal
scope completed
- Create a project
proposal
Elaboration | - Identify - Techniques that
techniques that will be used are
will be used identified
- Identify tools - Tools that will
that will be used be used are
- Find functional identified
requirement - Functional
- Create a UML requirement
diagram based identified
on functional - Completed UML
requirement diagram
- Use case
diagram
- Sequence
diagram
- Activity diagram
Construction | - Create a - Graphical user
graphical user interface
interface designed and
- Build the system implemented
- Create a - Complete
prototype system with
- Test the system source code
- Prototype
completed and
ready for testing
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- Receive user
feedback based
on testing

Transition - Identify errors - Errors are being
in the system identified and
- Modify the removed
system based on | - Complete the
user feedback system based on
- Create a project user feedback
report - Project report
completed and
sent to the
evaluators

IV. DESIGN AND DEVELOPMENT OF RRS

At present, the RRS system is in the transition phase, where
the system is under constant testing and modification. Hence,
this article explains the process of designing and developing
a system for remote restart service following the second and
third phases of RUP. The second phases of the RUP are the
elaboration phase, while the third phase is the construction

phase.

A. Elaboration Phases

At the elaboration phase, the techniques and development
tools used in the development phase are identified. The
technique used is RUP, which is already discussed previously.
For the development tools, the programming language used
is Windows PowerShell and the tools used in Windows
PowerShell ISE.

Next is searching for the requirements of the remote restart
services. This procedure is carried out by interviewing the
selected system operators and technicians in one of the
manufacturing companies in Northern Malaysia. The
interview was performed informally at their convenience.
They were asked some open-ended questions about the
potential system functionality. The examples of the questions
are:

- What are the features of a system for remote
control services that you would like to have?

- Do you know how to remote restart a service
manually?

Their collective opinions on requirements were recorded.

Later, they actively participated in the construction

(development) phase, showing them the prototype interface

to get their feedback and ideas.

Table 2. List of requirements of remote restart services

system
ID Requirement Description Priority
1 Service Device
1.1 | Users can search for the devices that Mandatory
need remote restart services.
1.2 | The system should be able to display Mandatory
the list of the services if the device is
valid.
1.3 | The system should be able to display Optional
an error message when the device is
not found or not valid.
2 Start Service
2.1 | Users can start the selected service. Mandatory
2.2 | The system will prompt a message Optional
showing whether the service is started
successfully or not.
3 End Service
3.1 | Users can end the selected service. Mandatory
3.2 | The system will prompt a message Optional
showing whether the service ends
successfully or not.
4 Restart Service
4.1 | Users can restart the selected service. | Mandatory
4.2 | The system will prompt a message Optional
showing whether the service is
restarted successfully or not.
5 Embedded with Admin Account
5.1 | The system must be embedded with Mandatory
the admin account to allow only the
selected user to start, end and restart
services.
6 Search Service
6.1 | Users can search for the service. Desirable
6.2 | The system will display the services Desirable
based on the keyword.
6.3 | The system should be able to display Desirable
an error message when the services
are not found or not valid.

The requirements stated in Table 2 were interpreted into
the computer system functionality. The next step was to use
appropriate modelling methods and tools to visualise and
model the system's needs. The Unified Modelling Language
(UML) is employed to envision and model the requirements
in this work. The models applied in this study are two
behaviour diagrams, which are use case and activity diagrams

representing the structural elements of the system. These
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diagrams were illustrated using Draw IO. Figure 2 shows the V. THE RRS DEVELOPMENT

use case diagram and the connections between the use cases

and RSS users. Six major use cases are: (i) search for device, During the construction phase, the RRS prototype, a

.. . . . . computer system for remote restart service, was developed
(i) start service, (iil) end service, (iv) restart service, (v) P o ’ p

embedded with the admin account, and (vi) search service. according to the requirements explained in the previous

section. Software prototyping is a standard method for

demonstrating software requirements that allow the

Remote Restart
Services System

Restart Service

Search Service

developer to obtain remarks and recommendations from

users based on their experience interacting with the

prototype. Windows PowerShell ISE is employed as the

Embedded with
Admin Account

primary tool of the integrated development environment
(IDE). In addition, the PS2EXE is also used to convert
the .ps1 script to the .exe file. This should make it easier for

users to use by starting, stopping, and restarting the service.

Screenshots in Figures 4, 5, 6, 7, and 8 show the selected

interfaces of RRS.

Service Manager X
Figure 2. The use case diagram of RSS P tame: Searen ;
|
. . . . |
The use case diagram is detailed to depict the system's ‘
‘
dynamic behaviour where the operations concerned in
applying the system for remote restart service are
demonstrated in an activity diagram of Figure 3.
1
Remote Restart Services System Activity Diagram Start Service End Service Restart Sevice
User Remote Restart Services System
T Figure 4. The main interface of RRS
Search the device if device Yes
using device name valid?
No Service Manager — ®
e oesKToR ATSHIET
message "The device PCName:  DESKTOP-KTIHNGT Search
is not found or not B - g
valid" Hame DisplayName ”
A Agent Adation Runtime 6370c
AdobeARMservice Adobe Acrobat Update Service
celect a [ AJRouter Allioyn Router Service
elect a service an " N A A
- DISp\ay list of the ALG Application Layer Gateway Service
press startienditestart [« " - AppIDS¥e Application Identity
button service in that device -'\::imo :::hcmion Information
AppReadiness App Readiness
AppXSWC AppX Deployment Service (AppXSVC)
s ASLOR Seruce
ATKGFNEXSTv ATKGFNEX Service
. At startiend/restart Start/endirestart the AudioEndpointBuilder windows Audio Endpoint Builder
successfully? selected service Audiosm Windows Audio
autotimesve Cellular Time
AxinstSV ActiveX Installer (AxinstSV)
BeastDVRUserService_6370¢ GameDVR and Broadcast User Service_6370¢ v
< >
No
Start Service End Service Restart Sevice
| Display a error Display a successful —
message message
l Figure 5. Display the list of services while the search device
- is valid
[ \./ ]

Figure 3. The activity diagram of a system for remote restart

service
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Service Manager - X

DESKTOPKTOHNGST Search Device

PCHame:  DESKTOP-KTSHNGT spooler

Search

Mame  DisplayName Status

Spooler Print Spooler Running

Start Service End Service Restart Sevice

Figure 6. Search function

DESKTOP-KTSHNET Search Device

PCName:  DESKTOP-KTOHNET spooler Search

Name DisplayName

AarSve_6370c Agent Activation Runtime_6370c
AdobeARMservice Adobe Acrobat Update Senvice
AJRouter

ALG

AppIDSve

Appinfa
AppReadiness
AppXSYE

ASLDRSemvice
AtherasSvc
ATKGFNEXSMY
AudioEndpointBuilder
Audiosr

autatimesve

Successful X

Service End Successfully

Cellular Time
AxinstsV ActiveX Installer (2xInstSV)

BeastDVRUserservice_6370¢ GameDVR and Broadeast User Service_6370¢ -
< >

Start Service Restart Sevice

Figure 7. Display successful message when end successful

D24 &7 Jx

A B C D E F
1 Date Computer User name Service Na Action
2 4/10/2021 22:40 "DESKTOF "DESKTOF "WSearch "End Service”
3 4/10/2021 22:41 "DESKTOF "DESKTOF "Spooler" "End Service"
4 4/10/2021 22:44 "DESKTOF "DESKTOF "Spooler" "End Service”
5 4/10/2021 22:44 "DESKTOF "DESKTOF "Spooler" "Start Service"
6 4/10/2021 22:45 "DESKTOF "DESKTOF "Spooler" "End Service"
7 4/10/2021 22:45 "DESKTOF "DESKTOF "Spooler" "End Service”
8 4/10/2021 22:46 "DESKTOF "DESKTOF "Spocler" "End Service”
9 4/11/2021 10:33 "DESKTOF "DESKTOF "Spooler" "End Service"
10 4/11/2021 10:33 "DESKTOF "DESKTOF "Spooler" "Start Service"
11 4/11/2021 10:33 "DESKTOF "DESKTOF "Spocler" "End Service”
12 4/11/2021 10:33 "DESKTOF "DESKTOF "Spooler" "Start Service"
13 4/11/2021 10:34 "DESKTOF "DESKTOF "Spooler" "Restart Service"
14 5/2/2021 19:53 "DESKTOF "DESKTOF "Spooler" "End Service"
15
16
17
18

Figure 8. A record file will be created to save the past actions

of the user

VI. THE EVALUATION OF RRS

A. The Evaluation Setting

A usability assessment was performed on 10 respondents,

consist of technical team members of the same
manufacturing company. Due to the work-from-home mode
throughout the Movement Control Order (MCO) during the
COVID-19 pandemic in Malaysia, the participants took part
in this RSS evaluation using Microsoft Teams. They were
provided with the RRS prototype, and the instrument used in
the assessment is an online questionnaire survey. There are
two parts to the questionnaire. Section A queried the
respondents’ demographic characteristics, while Section B is
designed to gather their opinion about RRS. The agreement
is measured in a five-point Likert scale, where one (1) denotes
strongly disagree, and five (5) means strongly agree. The
respondents follow the instruction inside the survey to
evaluate the system: (1) Run the rrs.exe application, (2)
interact with the RRS system, (3) follow the tasks of using the

system, and finally (4) answer the questionnaire.

B. The Respondents' Demographic Information

Based on the respondents' demographic analysis, all 10
respondents (100%) are male. For the age groups, the group
of 21-25 has 1 respondent (10%), followed by the group 26-30
with 5 respondents (50%), group 31-35 and 36-40 with 2
respondents (20%) while group over 40 does not has any
respondent. For the question "Do you know how to remote
restart a service manually?", 6 respondents (60%) know how
to restart a service manually, while 4 other respondents
(40%) do not know how to do it. The next question is "Do you
have the experience to write a script?", 6 respondents (60%)

have the experience, while 4 others (40%) do not.

C. The Usability of RRS

A descriptive analysis was performed on the respondents'
answers in Section B of the survey instrument. The section
measured the respondents' experience of RRS usefulness and
ease-of-use. It also evaluated their satisfaction with RRS.
Tables 3, 4, and 5 described the frequency of the responses.
Most of the respondents rated the scales for the three
usability facets as either neutral, agree, or strongly agree. On
the other hand, none of the respondents rated strongly

disagree or disagree.
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Table 3. The responses on the RRS usefulness

The usefulness of Remote Restart Services Strongly Disagree | Neutral | Agree Strongly
Systems (RRS) Disagree Agree
RRS is effective 0 0 0 8 2
RRS meets my needs 0 0 1 9 o
RRS is suitable for me 0 0 2 5 3
RRS is useful in overall 0 0 1 4 5
Table 4. The responses on the ease-of-use of RRS
Ease of Use of Remote Restart Services Strongly Disagree | Neutral | Agree Strongly
Systems (RRS) Disagree Agree
RRS is easy to use 0 0 1 5 4
RRS is user friendly 0 0 2 6 2
RRS is easy to learn how to use it 0 0 0] 8 2
I can easily remember how to use it o] o] 1 7 2
Table 5. The respondents' responses on the satisfaction of RRS
Satisfaction of Remote Restart Services Strongly Disagree | Neutral | Agree Strongly
Systems (RRS) Disagree Agree
I am very satisfied with the RRS o) o) 3 5 2
RRS works the way I want it to work o) o) 4 4 2
I feel I need to have the RRS 0] 0] 1 5 4
RRS is wonderful and pleasant to use 0] 0] 2 6 2
All functionality of RRS works well for me 0] 0] 1 7 2

The result of the evaluation shown that RRS is both useful
and easy to use. Besides that, the respondents were satisfied
with the feature offered by RRS for remote restart service.
The majority of the respondents agreed that the RRS met
their needs based on their feedback. In addition, most of the
respondents agreed that RRS is easy to learn. They also
believed that the RRS system is effective.

Most importantly, the respondents were satisfied with the
RRS system. Nevertheless, this study fails to achieve a total
agreement as some respondents demonstrated their
uncertainties by rating the items neutral. This indicates that
further improvements should be made from time to time to

improve those aspects of RSS.

VII. CONCLUSION AND FUTURE WORKS

The design and development of a system to remotely restart a
service was described in this article. Based on the usability
analysis, it can be said that there are still several RRS aspects
that can be improved. In the future, the strategy is to upload
the record file to the cloud and make sure all related activities
will be recorded once the system is used. This will be useful
for monitoring, debugging and finding the unsought errors of
RRS operation. This study also intends to add other
languages such as Malay, Mandarin and Tamil, so that users

who do not speak English will be able to use the system.
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